Tele-Operated Alarm Monitoring Interface
B
Paul Pa>:1kratz

Project Number:
MPQ08

Project Description:
Quite awhile ago | decided to start trimming the fat from our household budget and looking for ways to
reduce or eliminate recurring daily costs as it pertains to day to day life.

My long term goal is to live off the grid, but that requires quite an investment so | started smaller. The first
thing to go was the costly telephone bill which after several months of research | came to the conclusion
that Oomah was the best choice a little up front cost then $12/year there after. My second project led me to
this contest entry which was eliminating our alarm monitoring service. | thought to myself, why am |
paying someone $30/month to call me if my house alarm system goes off? | am a systems engineer who
specializes in embedded systems by profession so this project was right up my alley.

| turned to Schmartboard for my prototype, what more could a guy need to get started. The thought was that
I would use the Schmartboard for the low level bit twiddling and interfacing to the real world. | would use
an Xport serial to Ethernet device to handle the communication to and from the computer. | would then use
VB6 as my front end to handle the communications bit and message dispatching. And lastly I would use
Outlook 2003 to run a macro that would handle the email to VB6 application interface. Sounds pretty
confusing right? Below is a high level block diagram of what I tried to describe above:
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Schematic:

+50 From Schmartboard YL

+3.3v For Xport
IN LM2o37 ouTfE

GND!
2

ct ce

|
ECE-A1 HKSGRI’F——’F ECA-1HMP10

v

Real World Interface Substitition For Alarm Trigger and Garage Door Enable

Garage Door Button

<In Parallel With Existing Suitchd

SW4-Garage Open
N
+5 =

v

Alarm Trigger
CYampire Tap)

+50 R6
1K_Ohn
4 4 PIN.13 31
uz2
LTv814
2] 3
il
56@_0hn|

From 8-bit Pic Module A
e
Ritaiiii388¢8%
ﬁ W‘WH 2 ﬁk AR
elelelelzl2)R)s) 28] 0)8) S
Q19111 2lelelelelelelQlfan
T I\lll T rrrrrrrr
Xport Module XP10010B0-03R
P P N o 0 oo S
: : NI PN
§ = 19 19112
YL T T
A A
3 3
e 12 |D1 8§
[CAVA7 o
% g
§ §
? 8
5 5
& 3
Re: 1
390_0hm 390_0hm
+Su +5Su
R4 R3
1K_Ohm 1K_Ohm|
5 5
ﬁSHl SWe 2
. -
3 F
E :
s g
3 2
& 3
- © W3 PIN-3 J1
© v s PIN_4 31
= = 390_0hm
g 7
I} 3
House Alarm Has Been Triggered

Schmartboard 20180 Contest

Alarm Interface MPOG8

Paul Pankrat Rev 1.0 Simple Schemati
au ankratz 12,27.2010 imple chematic
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Source Code Explanation:
The source codes included in this document are screen shots. Your best bet for seeing them as
they were intended would be to use the proper IDE and view the file attachments as follows:

VB6 = Microsoft visual studio.

VBA = Outlook 2003 macro editor.

PIC = MPLAB IDE V8.60 running CCS PCWHD C Compiler v4.093.

IETIMER = Needed for a VBA user form timer can be freely downloaded search Google.
CPR Manager = Virtual com port used by Xport can be freely downloaded search Google.

Source Code VB6:

=~ Project1 - Microsoft Visual Basic [design]

Eile Edit wiew Project Format Debug Eun Query Diagram Tools add-Ins Window Help

B2 -in - = &3 & > B E &S P E i, colin
[ Bz =)
| prr——
rform < [« __+
Lo
Fravate Sub rorm Load (1 =
A [ael
- Dim CommandLineParse is Variant ‘warisble to stors command line variskles
=
5 = on Error Resume Hext ‘If error encountered imgnore
it = splicg P ‘Extracting command line warisbles
e Textl.Text = 10
] HSComml.CommPore = Val(Texcl.Text) ‘Setting com port vis commend line varisble (00
=l Ir MSComml.Portopen — False Then MSComml.PortoOpen = Trus ‘If the comport is clossd open it
B
o End sus
m = Private Sub Form_Unload(Cancel As Integer)
I MSComml.Portopen — Trus Then MSComml.Fortopen = False ‘Closs Com port when app closes
Ena ‘rorces application to close
End sus
=)= | ;l_l

= Projectl - Microsoft Visual Basic [design]

D B e Demh s R G ey GEgan mh ol T 5
B - oin - = = ah . B EE o B S R nr, caltin
23 [ = e
(] N
- = P Project1 - Form1 (Code)
R N e
L3
= me—— =l
A [ab]
- S — Boiler piace verimmias
= S e
.
=
GPIES (s (ST L e Cnn e
T
S Cr Fr S CRrTre PR S
B = R
E}
= Line Input #1, TempString
= Loop
O
= *
. G e PR T e Crere (3 Fe B E CERr I (CRrrre o pe
o ]
T S e P E3 (e (rere) Cr Eae

wher tClear pipe and Flush gsrhage From Fnoee

= S=rislBuffer & MSComml. Input
1, SericlBuffor, whox))

une - o

MSCommi.CuTpur = Textz.Text & VHCE ‘Send concent of Cext Which 1S mesSSsge Tor SCRmarchosEd
o

SeriamlBuffer = SerialBuffer & MSComml.Input

DoEwvents

Loop Until (InSer (1, SerislBuffer, wbCr))

Text3.Text = Mid(SerialBuffer, 1, Len(SerialBuffer) — 2} ‘Debuy show me what the pic microcontroller is sending me back

\ e

DoEvents

. Projectl - Microsoft Visual Basic [design]

Ele Edit view Project Format Debug Run Query Diagram Tools Add-Ins Window Help

2-h - = = & > M B ®E i,
=

General

P= Projecti - Form1 {Code)

Form ~| [ceaa =

L
open "c:iyResponse.txt” FOr output As H#1 'Urite out response to file So e-mail macro can pick it up :I‘
A a6 Print #1, Texnd.Texo
av- Close #1
=
F & Else
Texez . Texe = 'Clean up text boxes remowve messages that heve been processed
- Text3.Texe =
an
End If
& =
If ESCowml.InBuffercount > O Then ‘Process the wnsoliciced =wail from the sclhmarchosrd
= Taxt3.Text = MSCowml.Input
B If InStril, Text3.Text, "Unsolicited”) Then
o] Open Mo:hUnsolicited.cxc” For Output as #1
= Print #1, Texcs.Text
Close #1
m 2 Else
HSComul. InBuffercount = O
End If
End It
End Sub

4 >




Source Code Email VBA:
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@ | Lns, calss

ati

=] [newm

Cption Explicit

! Keeps me honest and makes me define all varisbles

Public Sub ipplication NewMs=il()
Dim
Dim
Dim

Ns ks NameSpace
Inbox As MAPTFolder

HMessage ks Mailltem

Dim TempBuffer As Variant

Dim Temp3tring As String

On Error Resume Next

Set Ns = GetNamespace ("HAPI"

et Inbox = Ns.GetDefaultFolder (olFolderInbox

Set Message = Inbox.Items.GetLast

If Mid(UCsse (Message.Subjest), 1, 5) <+ "ALARM" Then Exit Suk

Select Cage UCase(Message.Subject

Case "ALARM COMMAND'™

TempBuffer = Split (Hessage.Body,

"y

Call Delay_Seconds (1)

'Boiler plate ewail variables

'Get las email message that has arrived

'Only enter case statement 1f ALARM is the first 5 characters in subject

'Only activate if subject is ALARM COMMAND

‘Create file for Llarm Moniteor V1.0 to pracess

Loop Until Len(Dir ("e:)Response.txt”)) > O

Open "o:\Response.txt” For Input As #1
Do Until EOF (1)
DoEvents
Line Input #1, TempString
Loop
Close #1

Call Email_SendiMessage.SenderEwailkddress, "Response,

Call Eill{"c:%Response.txt™)
End Select
Error_State:

End Sub

_Alarr",

open "cihConmand.txt” For Qutput As #1
Print #1, CharacterStripper (CStr{TempBuffer (0)])
Close #1
Do 'Tait until above created file is conswbed
DoEvents
Loop Until Len(Dir ("c:hCommand.txe™]] > 0
| J_I
i Fle Edt View Insert Format Debug Run  Took  AddIns  Window  Help -8 x
B = N NN Y | p o @ b2 | & s % ok | @) ] ins, colss !
[ ication | [newmait
Do 'Wait for response khack from Alarw Monitor V1.0
DoEvents

' Process file response from Alarm Monitor ¥i.0

CharacterStripper (CStr (TempStringl) & vhCrLf] 'Send Ewail back to user

'Delete Response.txt fie when done

Fublic Sub Erm=il SenditxtTo is String, txtSubject is String,

Dim objiMsg &= Mailltem
TempString As String

Meghccumulator

obilsg = Application.Createltem{ollailltem)

Dim
Dim
Set

on Error GaTo JMP_END

txtBody As String.

‘Boiler plate em=ail variables

obiMsg.Subject =
chilsy. Send

Set obiMsg

txtSubject

= Nothing
JHP_END:

End Sub

obiMsg.Body = txcBody 'Filling in the important email information
= 4 rJ
i Ele Edit View Insert Format Debug RBun  Tools AddIns  Window  Help - & x
R = R RE=N- -V e o @ &S S S @) ins, colse
|Applicati
ohbiMsg.To = txtTo

FPublic $ub Delay_Seconds(Incoming is Integer)

Dim TimeNow ks Doukle

'Get system ticks and put them in wariable

'Loop until the Ineoming time has passed in seconds

TimeMow = Timer
Do
DoEvents
Loop Tntil [Abs(Timer - TimeNow) > Incoming
End Sub
Public Function CharacterStripper (Incoming is String) As Stri

Dim TempString As String
Dim Counter As Integer
TewpString = "

For Counter = 1 To LeniIncoming.
If [(kse (Mid{Incowing, Counter, 1)) > 31) &nd
TempZtring = TewpZtring + Nid(Incoming,
End If

Next Counter

(Bsc (Mid(In
Counter, 1]

Characterstripper = TempString

End Function

ng

'Boiler plate warisbles

'Simply put this strips out all the unprintable characters

cowing, Counter, 1)) < 127)) Then

Public Sub Application Startup()
UserFormi.hide
End Sub

o |

'Frarce and hides UserForml so that unsolicited messages can be sent

o




Source Code Email VBA User Form:

+ Microsoft Visual Basic - VbaProject.OTM - [UserForm1 (Code|]

Pl Rl Edb Vew Iwet Fomat Debug Run Toos AddIns Window Help -9 X

HoRert: Py Y ERA R N Ak R A eT I
‘IeTimen j |Iimer j
Option Explicit 'Feeps me honest and makes me define all variables Il

Private Sub IeTimerl Timer (|

Dim ohi¥sg Ls Mailltew 'Boiler plate email variables
Dim TewpString is String

Dim Maglecumulator

Set ohijMsg = Lpplication.Createltem{olMailTtem)

Dim MessageParse is Variant

(n Error Reswe Next

If Len(Dir("e:\Unsolizited.txt™)) » O Then 'Look for unsolicited wessage from Alarm Interface V1.0
Open "ei\Ungolicited.txt™ For Input A3 #1 "Open unsalicited wessage frow Alarm Interfmee V1.0 and extract contents
Do Until EOF(1)
DoEvents
Line Input #1, TempString
Loop
Cloze #1
NeszageParse = 3plit(Tempitring, " ™ '3plit up message into distinet varishles
ohjf=zg.Body = MessageParze|?) '3rd message from string split shbove
ohj¥=zg.To = MessageParze (1) '2nd message from string split shbove
ohjlsg. Subject = MessageParse|(0) '1st wessage frow string split showve
ohjlsyg. Send "Send the ewail wessage with contents ahove

Set objMsg = Nothing
Call Kill{"c:\Unsolicited.txt") "Consue Unsolicited.txt and prevent a re-zend of same ewail

End If

End Sub




Source Code PIC Microcontroller:

gs\Paul Pankratz\Desktop\Projects\Alarm MonitoriAlarm Monitor.C]

) El= Edt View Project Debugger Programmer Inols Configure  Window Help - 8 x
D= S ah o ? || [Debun Ve E Biw @ | ® 3885 | Checksum: Oxabi2 oG RO L e
#include <12FZESE h- //Boiler part setup stuff f
#fusss HS,HOWDT,HOPROTECT,NOLVE,PUT —
guse delayinternal=si)
fuse rsZ32ibaud-3500, xmit-DIN CE, reu-DIN_C7, ERRORS)
#igmore_warnings 202
sinclude <string he
#include <sedlib h-
$define GARAGE_L OUT PIN_&1 s/Define garage door relay outputs (LED's for this demo)
#define CRRAGE 2 OUT PIN &z
#define GRRAGE_L_IN PIN_&0 s/Define garage door sensor switches (Momentary switches for this deme)
#define CARAGE 2 IN DIN_AZ 4
#define XPORT_TRIGEER PIN_CZ J/Mot used the xport trigger iz flakey at best
gasfine ALARM TRIGGER PIN_CZ s/Alarm trigger imput (Limit Switch for this deme)
#define ALARM POS PIN_CO //Definable switch polarity positive
§aerine ALARN_NEG PIN_CL s/Definable switch polarity negative
#define Interval 10000 s/Unsalicited alarm will not re-trigger for 1 minute
woid maini)
(
char SEringBuffllel; s/Buffer for xpors messages
char PasswordBuff(l6]: s/Buffer for passwerd
char OQutBuffls]: JfBuffer to use as gemeric buifer
sprint f{PasswordBuff, "8675303") - /My password kinda catchy isn't it )
output_highiALARM_POS) s/8et switch alarm positive
output_low{ALLRM NEG) . s/%et switch alarn negative
output_low (XKPORT_TRIGEER) ; s/Sen Mpore trigger to inactive
DELAY_M2(1000] ; s/Delay 1 sacond ta allew chip to become stable
Printf("T**Honitaer V1.0_l2-15-2010%*=ynir"): JJT am alive message
wile (true)
{
Lf(ERRIT()) /fIs there activity on the uarcl
1
gets iSringBuff) ; s/%uck in the string from the xpore =
AES \ >
PICKiL 3 PIC1EF2655 ) novzdec bank 0 Ln 35, Col 1 INS | R

E wB.60 - [C:\Documents and Settings\Paul Pankratz\De! p\Projects\Mlarm Monitor\Alarm Monitor.C]

") File Edit View Project Debugger Programmer Iools Configure Window Help x
0O = S # ® | Debug v oif & & B @& T Y Y Cleatmmms Ul By Bp b O f 3
switch (touppsr (StringBuff (0] )] =
: =
case '0': JiOutput OSSPPPPPPY whers SS=stats 142 PPPPPPR=password
SprinciiucBufi, scicicteiotete” SEringBulf(3], SuringBufll4],StringBuif(s), StringBulf(s], StringBufl (7], SCringBulf(s), StringBulf(s]);
Sf (!strnomp (OutBuff, PasswordBuff 8))
i
sprincfiOusBufs, "sc, StringBuff(ll);
output_bit (CARACE_1_OUT,atod {OucBufi));
sprinciiOusBufi "sc, StringBuff(2]);
output_bit (GARAGE 2 OUT,atod {OucBufi));
princf('Output = Garagsliic) CGaragsZ ($c)\nir" . StringBuff(l],StringBuff(z])
delay ms {3000 ;
sutpuT_lew (GARAGE_1_OUT! ;
output_low (GARAGE_2_OUT! :
¥
else
i
prinef("Wrong Password!!!\mix'i:
¥
break:
case 'T': #/Input IFFFPPFF where FRPFFFP=password
sprintfi0utBuff, "$cicicicicicoic” SrringBuEE(l]  StringBuff (2] StringPuff(2)  StringBuff(4] , StringBuff (5], SeringPuff(c] StringBuff(7])
Sf (| strncmp{OutBuff,PasswordBuff o)
1{
printf("Input = Garagel(3d) Garage2(2d)imir", input{GARAGE 1 TN}, input (GARAGE 2 IN)):
¥
else
1 -
prinef("Wrong Password!!!\mix'i:
¥
break:
case 'E': /fReset uf to default states FPPFFFF=password
sprintfi0utBuff, "$cicicicicicoic” SrringBuEE(l]  StringBuff (2] StringPuff(2)  StringBuff(4] , StringBuff (5], SeringPuff(c] StringBuff(7])
Sf (| strncmp{OutBuff,PasswordBuff o)
1{
resst_cpuil:
¥
else
i
prinef("Wrong Password!!!\mix'i:
¥
break:
default - /#/Handler for unknow coummands
prints("Whas?2273mie");
| break: 2
ES ‘ >
PICkit 5 PIC18F2685 novazdoc bank 0 Ln3& Col 1 INS  WR

" Fle Edt View Project Debugger Programmer Tools Configure Window Help N
=3 =N ? | Debug v o' 5 & By @ @ ¥ #  Checksum: Dxabf2 ooy 3
—
. =
Af (imput (ALADM TRIGCER) ¢ #7Is the alarm tripped?
1
printt("nsoliciced Event_Entry MPOO& paulpei@wavecable com Triggered_ilarm Event") ;
delay msiInterval) ;
¥
3 =
' -
If w >

PICkit 3 PIC18F2685 h:0 novzdoc bank0  Ln3& Col 1 INS R




Pictures:

Project in prototype form on my Desk:
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Picture of my Schmartboard:

Stuffed Xtal but didn't
needit...

Tapped off power _
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e eeling a litle
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wanted...

Closer look at the Xport ECB:
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A board | built about 2

years Ago to test

remote micro concept



Me holding Droject:

Video:

I have posted a video, the resolution looked great on my PC but it looks like YouTube
has done some type of compression so it is hard to make out. Luckily my commentary
was great! The link is as follows:

http://www.youtube.com/watch?v=26JHZF4y5s8




